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We talk about solutions – not just products.
Capitalising on today’s technology will help your
business address challenges and stay ahead of the
competition – and we have the solutions to help make
it all happen for you, right now. Your information
systems should be an aid to increasing your bottom
line, by making your team efficient, productive,
inspired and liberated to get more done. We blend
technologies to create the best outcome for you in the
here-and-now and into the future.
What we do: From Network Infrastructure and Cloud
Technology to Disaster Recovery, Line Monitoring and
Patch Management – take a look at our solutions and
see how we can help your business.
We cover Sussex, the surrounding areas and London
(but we won’t stop there!).
No ‘geek speak’ …just honest advice, support and
worry-free I.T. We work with businesses of all sizes.

Nom

We just do IT

Why ABCOM? We see people, not just support tickets!
When you contact us, needing support, we truly care. I
admit, we might ask if you ‘tried turning it off and on
again’, but we always listen and stick with the problem
until you are happy with the fix.
We just do IT. Our mantra because we just get on with
it. Whatever the clients technological needs, we can
help or signpost.
Please find more information - abcom.co.uk

“Our priority has always been customer service and
technical excellence. It always will be”
Yann Davies, ABCOM Managing Director

abcom.co.uk IT ninjas operating from a Technological Dojo based in West Sussex
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Want to know how we can help your business?
We use technology to your advantage.
Talk to us about your needs on 01444 871200
or email info@abcom.co.uk
More info at www.abcom.co.uk
abcom.co.uk 01444 871200

Cyber Security

It's a trending subject. Let's get into IT

Cyber security isn’t just for big companies

What do you need to do ?

What is the biggest threat to your business ?
OUR business is the process of keeping YOUR business
up and running, secure and profitable. You’re
welcome.
Cybersecurity isn’t just a buzzword designed to create
fear. Even as a small to medium-sized business, your
company, employee, and customer data is one of your
most valuable assets. It is widely accepted that as
many as 60% of SMBs go out of business within six
months of a 'successful' cyberattack.

As a business you need to identify vulnerable
areas, find the opportunities for a data security
breach – plug those holes. The most critical risks
are not only within your IT environment, but in
the processes, policies and procedures that can
leave you open to phishing and social engineering
attacks.
You need to train your staff in recognising threats
and the latest threats emerging.
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CYBER SECURITY
Cyber security isn’t just for big companies
A survey of a thousand SMBs revealed – over 65% have not
identified or documented cybersecurity threats.
Over 55% have not trained their staff to identify potential
attacks, and how to respond.
43% have not created a recovery plan for a data breach.
IMPORTANT
Every employee needs to be aware
of their role in preventing cyber
threats.
Cyber security staff need to stay up
to date with the latest risks,
solutions and training.
Documented processes should
clearly define roles, responsibilities
and procedures.
Cyber threats are constantly
evolving, so processes need to be
regularly reviewed. From access
controls to installing antivirus
software, technology can be utilised
to reduce cyber risks.

Cloud providers such as Microsoft's
Azure, Amazon and Google are
perennial targets for attackers
seeking to compromise and
weaponize virtual machines and
other resources.The digital age
opens so many opportunities, but
also very serious threats. Once
compromised the attacker can use
these platforms to launch attacks,
including brute force attacks against
other virtual machines, to deliver
spam campaigns that can be used
for email 'phishing' attacks, for
reconnaissance such as port
scanning, to identify new attack
targets, and for other malicious
activities.
Improving your own security will
help protect your business and its
assets.

In a cloud weaponization threat
scenario, an attacker establishes a
foothold within a cloud infrastructure
by compromising and taking control
of one or more virtual machines.
Once compromised, those
resources often communicate with
command-and-control (C&C)
servers to receive instructions. In
2019 Outgoing attacks (outgoing
communications from these
countries going to malicious IP
addresses) was as follows: UK
1.84% Ireland 10.96% USA 59.83%
Interestingly, the number of Drive
By Downloads (DBD) which is the
act of unintentional download of
malicious code onto an
unsuspecting user’s computer when
they visit a web site. The malicious
code could be used to exploit
vulnerabilities in web browsers,
browser add-ons, applications, and
the operating system. Users can be
infected with malware simply by
visiting a website, even without
attempting to download anything.
Worldwide these encounters have
decreased 22% between January
and December 2018. If you would
like to discuss your business
security please contact us for a
general chat.
Once we understand any concerns
we can help advise.

Please call 01444 871200
or email info@abcom.co.uk
www.abcom.co.uk

RECYCLING TECHNOLOGY
Here are a few ways you
can help the environment:
1. Water in the office consider minimising how
much water gets used every
day.
2.Electricity - look for powersaving alternatives eg, lowpower lighting
3. IT recycling schemes like
pc-recycling.co.uk can help
recycle your unwanted IT
equipment and by doing so,
frees up storage space,
and reduces resource use.

TECH SAVVY
Data Wipe solutions
ABCOM - We are data specialists and have experience in helping
businesses to dispose of their IT assets safely and responsibly. We employ
approved methodology to ensure all data is fully eradicated. Our audit
trail is electronic and enables you, at the press of a button, to know what
has been processed, when and how. Let us help you recycle properly and
ensure your business does not suffer a breach.

It’s safe to assume most
businesses will adopt and use
Best Practice for the major
aspects of their IT. However,
what can easily be overlooked is
what happens when those IT
assets reach end of life or are
refreshed. The data erasure
process is an essential part of
any Quality Assurance system.
The responsibility for data
erasure will usually pass to the
hands of the contractor you
engage to take your equipment
away. Due diligence should be
carried out on that contractor
to record their procedures,
methods and disposal paths.

Therefore you must consider
the journey of your assets
through your business, and
especially their exit. As a
business, you are duty bound to
understand this part of the
process as much as any other.
Even if just a little bit of data is
left on a computer drive it is
considered a breach.

abcom.co.uk
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More businesses are
recognising the importance and
benefit of recycling. There are
many ways organisations can
help make minimal impact on
the environment and increase
their focus on sustainability.
By encouraging office recycling
it can help your business save
money, improve your
environmental impact and be
good for the environment. We
want to help reduce the cost of
waste going to landfill every
year by offering a simple
solutions for all businesses.
Why not nominate someone in
the office to champion recycling
and environment-friendly
activities - check out new
schemes being introduced or
fresh policies, so that everyone
can help and get involved.

SECURE DATA ERASURE
WEEE & DATA PROTECTION
In 2006, new legislation came into force, the Waste
Electrical and Electronic Equipment (WEEE) Directive,
which compels companies to adhere to environmentallyresponsible disposal of their electronic waste. It aims to
encourage computer and laptop recycling and to reduce
the amount that ends up in landfill. The Data Protection
Act holds companies accountable for the secure disposal
of their confidential data. (Heard about GDPR ?) It pays
to deal with bona fide recycling business.
Check out pc-recyling.co.uk

Recyling your IT ensures security
Having a refresh of your IT means your current
technology is patched and safe.
With the phasing out of Windows 7 it is a good time to
ensure that your systems are up to date. Importantly
when the machines are swapped out or upgraded, data
needs to be managed properly.
We can help on both fronts - supplying the new, and
removing the old. Peace of mind.

Tips on how you can have better data security
Enforce a "clear-desk" policy to help ensure customer
details have been safely "tidied away".
Implement secure containers in an access-controlled
area. Especially if your business is producing volumes of
documents to shred. Implement a destruction policy to
get rid of all confidential data by outsourcing to
shredding companies. They can visit onsite and adhere to
regulations and have environmental policies. Stay
informed about any updated rules and laws concerning
waste disposal.

Microsoft Registered Refurbisher Program
The Microsoft Registered Refurbisher program enables
refurbishers to supply used PCs, preinstalled with
genuine Microsoft software, to businesses, schools, and
nonprofit organisations. Refurbishers that are part of
this program (ABCOM, for example !) are required to
comply with a set of responsible practices, including
erasing data properly. We have been a member of this
scheme for over 12 years. Today, there are more than
1,500 Microsoft Registered Refurbishers in over 60
countries.
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Managed Services

We've got your
back!

WHY YOUR
BUSINESS
NEEDS US.
Choosing to outsource your IT
and telecoms support makes
perfect sense. The Managed
Service Provider is able to take
on the responsibility for the
day-to-day running of systems
and leave you free to focus on
conducting your business.
Managed Services are an
excellent option for those
businesses that perhaps want
to scale up, but don't have the
resources to support the
necessary infrastructure, or
simply want to focus their
attention on managing business
strategy rather than firefighting the issues that
inevitably crop up.
Advantages of managed IT
services include:
Expertise: For smaller
businesses in particular, being
able to outsource knowledge
and expertise can be an
enormous help.
Predictable costs - avoid
incurring large expenses for
what could be a trivial IT issue.

No ‘geek speak’ …just honest advice,
support and worry free I.T.
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Organisations no longer have
to worry whether software is
up-to-date, as all this is taken
care of by the provider. They
can also get access to newer
technologies which they may
not have been able to afford by
themselves

Managed Services

Time savings: Outsourcing management
of services like security and cloud to a
bigger dedicated team ensures your
business is in safe and capable hands. If
you have a designated IT person we can
assist. However, so many times we see
that an individual, responsible for the IT
in a business, can so easily drop the ball.
They could end up backpacking in
Thailand at the drop of a hat - not
handy when you need access to some
precious data !
We believe that your systems, the
documentation are your property and
should be managed to help you.
Our business model is built on thorough
documentation, vigilant monitoring
systems and ultimately, our pride in
customer care.
We will leave the geek speak to others
and instead, for you, speak your
language.
If you have a current supplier but want
an informal review or chat then please
reach out.
Services include:

About us
Our customers love our IT Support
and Managed Services and
Solutions, because we augment
internal resources and make it easy
to outsource IT as needed.
Our customers relax knowing their
IT is in the safe hands of an
accredited and certified provider
with 24+ years of experience,
providing top quality technical
advice and customer service.
Our aim is to provide a holistic and
collaborative approach to providing
IT solutions and IT support, in
partnership with you.
We truly believe that over 24 years
of service says a lot about us and
our work ethic.
Your business deserves to enjoy
superior, friendly, easy to
understand support .

IT Support
Hosted Telephony
Broadband
Cloud
Networks and cabling
Wireless
Please call us on 01444 871200
or email info@abcom.co.uk
for an informal & initial discussion.
Please visit
www.abcom.co.uk
Need a one-off IT Project?
Leverage our specialist skills:
Office Relocations
Installations
Migrations
Free Initial Consultation

Managed Services:
We do our job to
better your
business

We are the team to assist
with your business.
Support packages to suit
your budget and needs.
Proactive monitoring and
24/7 system checks.

Trends
The rise in the number of companies attempting to both
digitally transform their operations while simultaneously
reducing expenditure has led to a surge in the managed
services industry, whether that's hardware, software or a
combination of the two. It is now the case that more than
60% of businesses have partnered with at least one managed
service provider to handle their IT infrastructure - a strategy
which is quickly becoming the norm.

abcom.co.uk
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VOIP
STAY CONNECTED
No matter what the scale of your
business, we can help boost
productivity through voice over
IP telephony (VoIP).
Powered through the cloud the
system is scalable, capable and
feature packed.
We can offer Collaboration tools
that help keep staff connected
whether in the office or at home
or on the move.

Optimising communication

Upgrade your telephony & downsize your bills
Quite a few companies have thought that upgrading
to VOIP would be a long and expensive process.
Only to be surprised by lower phone bills and how
quick and easy it is to get started.
Organisations commonly switch to
VOIP under a few circumstances:
1) Older systems (switchboards)
break down and are cost
prohibitive to repair or replace.
2) Cost Cutting, to increase
competitiveness or reduce losses.
3) Lack of features with the old
system.
4) Upgrading or changing the
business
One of the benefits of switching to
VOIP is lower monthly bills. You
also don’t need to invest
thousands of pounds in new
hardware or software.
Costs are capped – calls are
relatively free – this is one of the
reasons why businesses love VOIP
so much.

Another major reason to choose
VoIP is when you are upgrading the
business. This could be anything
from entering new markets,
expanding your workforce or
opening new offices.
Older ISDN based systems find it
difficult to adjust to the new
reality. Hosted VoIP on the other
hand is made for such
eventualities.
Imagine your company is looking to
expand into new markets, in a
different region or even country.
Such a move requires a lot of
planning, preparation and market
research. A VOIP system can help
with all of that.
abcom.co.uk 01444 871200

Key Benefits
Capped costs
Transfer calls to any extension
Group Pickup
Message on Hold
Hunt Groups
Voicemail
Mobile Phone apps
Flexibility
Call Centre features
Scalability - just add (or drop) a
'seat'
Conference calls

How connectivity is enabling better business for all
By putting communications services, applications and data in the
cloud, business can potentially gain huge benefits.
Robust data connectivity is the key to giving businesses full access to the cloud.
You can facilitate :
Greater scalability ... Reduce wasteful activities ... More manageable costs ...
Eliminate expensive hardware ... Productivity and efficiency gains

"The price of doing
the same old thing is
far higher than the
price of change"
Bill Clinton

To ensure you get the right data
services for your business, the choice of
cloud applications should be carefully
considered. For example, a poor quality
or slow broadband connectiion used for
VoIP can result in low call quality or
even call loss.
When a customer is contacting your
business, this could be the difference
between a profitable sale and harmful
lost revenue. The same goes for cloudbased business applications or data
storage. Throttled connections to a
cloud CRM system could lead to failure
in processing customer orders.
Likewise, an inability to access business
data stored in the cloud could bring an
entire organisation to a standstill.
abcom.co.uk
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Having the right connection that suits
the needs of your business is crucial.
Most busineses now depend on digital
technology to drive their business. They
are consuming many of their critical
applications from the cloud, such as
Office 365, Amazon Web, Dropbox,
Xero (the list goes on). Anything from
crucial voice infrastructure to file
storage to contractors' timesheets can
now be hosted. Doing so allows
businesses to create efficiencies,
reduce costs and pioneer new products
to allow an edge over competitors.
All of this means connectivity is a
critical enabler for business.
Please contact us for an informal review
of your needs.

Cloud, AI and the Matrix

Emerging Tech

Technological revolution
Emerging technologies move at breakneck speed. The
experts will encourage you to boost your business by
embracing them now rather than later. Investing in trending
technologies like Augmented Reality, Virtual Reality,
Robotic Process Automation, Artificial Intelligence - these
will not only increase the productivity of your business but
also reduce the cost of human effort. More comprehensive
broadband coverage now allows us to do so much more. In
2020 we look forward to even more breakthrough
technologies. And we need to be mindful of data privacy,
automation reducing jobs and human interaction at an
unprecedented level.

While we seldom talk about technological dependency,
should we be concerned and can we actually do anything
about it. Our company sits in the middle, experimenting and
toying with the new technology like Virtual Reality and the
almost limitless opportunities afforded with cloud and
connectivity. Embrace the unknown and when it's
sufficiently mature and robust, grab that technology to
make your life so much better. Perhaps that early adoption
will give your business or personal life the edge.
Ladies and gentlemen, welcome to The Matrix.

abcom.co.uk 01444 871200

Business Security

Data Protection

Cloud Security

Password security

We put our trust in the cloud so we need to be mindful how data
and systems are being managed.
There are a host of wider ranging considerations depending on
what your business needs: Up-to- date patching of systems, offsite
backup, firewalls, data privacy and management.
Systems such as Office 365 work out of the box but under the hood
there are plenty of tools to help with compliance, data management
and GDPR. Security awareness amongst staff is super important.
Ensuring staff understand how to be vigilant and how to properly
share data is increasingly important.
All of these moving parts need planning and scheduling.
More information on our website abcom.co.uk/cloudsecurity

With over 500 million real-world passwords exposed in data
breaches and the growing ease with which they can be brute-forced,
dumping the password makes a lot of sense. Microsoft now allows
the use of security keys with support in Azure Active Directory
(AD).The move will be welcomed by many businesses concerned at
the growing ease with which passwords can be brute forced, or
otherwise compromised: that is if they have not been stolen in a
data breach already. An estimated 81%of successful cyberattacks
begin with a compromised username/password and there is no
shortage of those in the wild: https://haveibeenpwned.com lists
551,509,767 real-world passwords previously exposed in data
breaches. Protection is key.
More information on our website abcom.co.uk/passwordsecurity

abcom.co.uk
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Charities mate

Working with charities and the
voluntary sector.
Along the years we have worked along with many
charities. Donating equipment and helping identify
what IT kit, and what technologies they might
need.
We have been involved in helping redeploy
equipment on behalf of corporates.
Redundant IT equipment would be rebuilt and
installed into charities.
charities include Ardingly Rowing Club
South Eastern Kidney Patients
Association
Wimbish County Primary School
NACRO Services
Sussex Autistic Society Sussex
Diocesan Association for the Deaf
Shoreham & Portslade Victim
Support
Shoreham & Southwick Citizens
Advice Bureau (CAB)
Sussex Red Cross
Mind
Coast Way Radio
Farney Close School
St Lukes Church
Brighton Fringe
Alzheimer’s Society
Bluebird Community Transport
University of Baghdad

How can you help?
Corporates can get involved by
contacting us and we can facilitate
their IT disposals and help their
Corporate Social Responsibility
(CSR) by redeploying some of that
equipment into needy charities.

abcom.co.uk 01444 871200

ABCOM - About us

Regarding
our clients -

Refreshing IT &
Telecoms services

We are on the side of
our clients.

We offer:
Office 365 Migration, management and support.
Wireless and cable networks.
Remote monitoring of systems. If a problem starts to develop, we can
tackle it before it grows to become an issue.
Updates and software patching, making sure systems are running with the
latest versions - keeping things secure and well-oiled.
Please contact us for any more information.

We WANT them to
succeed. We will help
in any way we can to
boost their business,
enhance their
productivity, increase
their efficiency.
Because a successful
client is one who will
grow, employ more
staff and buy more
computers.
We hope.
Win-win!

We go to the ends of the Earth to support our clients and their technology.

Why you should outsource your IT
We are aware of a common
approach to IT support.
"Oi Alex ! You know a bit about
computers, so you just look
after our stuff, ok ?"
So Alex, employed as a
marketeer at £30,000 pa,
spends half the time keeping
the computers running. You are
effectively paying £15,000 for
IT support, probably a lot more
than an MSP would charge.
You have only half the
marketeer you thought you
had.

Alex might quit, go sick,
disappear to Cambodia. Then
where would you be ?
With all due respect, we
probably know quite a bit more
about computers than Alex.
We don't all go on holiday at
once.
We don't all go sick at once.
There are more of us, we can
interact with more than one
computer at a time.
abcom.co.uk 01444 871200

Although much of our work is
remote we also get on the road
and check up on our customers.
Keeping up-to-date with clients
means we can advise even better.

