AI ACCEPTABLE-USE POLICY
[Company name]  |  Version 1.0  |  Effective: [date]  |  Owner: [name, role]  |  Review: every 6 months
1. Purpose
AI tools, including chatbots, note-takers and agents that act on our behalf, can save time. They can also expose client and company data. This policy says what is allowed, so we get the benefit without the risk.
2. Who and what this covers
Everyone who works for us (employees, contractors, temps) and any AI tool used for work, on company or personal devices, whether free or paid. An AI agent is software that takes actions for you, such as reading email, filling in forms or booking services.
3. Approved tools
Only the tools below may be used with company data. Anything not listed needs approval first (section 7).
	Tool
	Approved use and data allowed

	[e.g. Microsoft 365 Copilot]
	[e.g. General business content under our Microsoft 365 tenant]

	[Tool 2]
	[Allowed use / data limits]

	[Tool 3]
	[Allowed use / data limits]


4. Data you must never put into an AI tool
1. Passwords, password vaults, MFA codes, API keys and access tokens.
1. Customer or staff personal data, unless the tool is approved for it (UK GDPR applies).
1. Payment card, bank and other financial details.
1. Contracts, pricing, legal, HR and other confidential or commercial information.
1. [Add any sector-specific data, e.g. patient or case records]
5. Access: what AI tools may connect to
1. No password vaults. Never share or connect a vault, or log in to a system through an AI agent.
1. No full mailbox, calendar or file-store access for any AI tool unless IT has approved it in writing.
1. Use work accounts only with approved tools. Do not sign up for AI services with your work email without approval.
1. Approved apps only. New AI apps asking for permission to our Microsoft 365 data must be approved by IT. Do not click Accept on consent prompts.
6. Using AI output
1. A person is responsible for anything AI produces. Check facts, figures and tone before it goes to a client.
1. Do not let an AI agent send, pay, delete or sign anything without a human reviewing it first.
1. Tell us if AI materially helped with client work, where a contract or client expects it.
7. Approving a new tool
Ask [name / IT contact] before using a new AI tool. We will check where data is stored, whether it is used for training, what access it needs, and whether it supports MFA and logging. We aim to reply within [5] working days.
8. Monitoring and logging
We log AI tool access and app consents in Microsoft 365 and alert on new consents, mailbox rules and unusual sign-ins. We may switch off any tool or connection at any time.
9. Reporting a concern
If you pasted something you should not have, connected an unapproved tool, or see an AI tool behaving oddly, tell [name / email / phone] straight away. Reporting quickly is never a disciplinary matter by itself.
10. Breaches and review
Breaking this policy may lead to disciplinary action. We review this policy every six months and after any significant AI incident or change.
Acknowledged by: ____________________    Name: ____________________    Date: ____________
Want help rolling this out? ABCOM will check your Microsoft 365 app consent, MFA and logging, and help tailor this policy. Book a free review: abcom.co.uk/book/  |  Take the free Shadow AI Check: abcom.co.uk/shadow-ai-check/
Free template from ABCOM IT Solutions  |  01444 871 200  |  abcom.co.uk  |  Not legal advice: have your own advisers review before adopting.
